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PROJECT REPORT FOR

UNDER RCPL STP-2019(CYBER SECURITY), BHUBANESHWAR

TARGET WEBSITE : www.certifiedhacker.com

OBJECTIVE

To perform a complete BLACK-BOX (no prior information about the target)
penetration testing in order to find out possible exploitable
vulnerabilities (if any) using kali-linux and windows shell and also some
other softwares/tools so that the security of website can be enhanced .

PROJECT BY :

RCPL Enrollment no. : RCPL-7154
RCPL Reg. no. : 15792-NV31WB
KIIT University ROLL NO : 1729025
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PHASE 1

Since this pentest is completely BLACK-BOX i.e, we do not have any
information about the target beforehand, so we need to gather a lot of
information about the target from scratch using various FOOTPRINTING
and RECONNAISSANCE tools and techniques.

Ping : Testing the server for activity

The ping command sent packets of specified size to the web server and got
reply. So the web server is up and running. Also we obtained the IP address
of the target website (162.241.216.11).
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Whois results : Searching whois database for information

The whois domain search revealed IP location to be United States Provo
Unified Layer along with the ASN and the resolve host as
box53331.bluehost.com.
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Netcraft results : Searching netcraft for server info

The site rank, Nameserver, DNS admin, Reverse DNS admin, Nameserver
Organization, Hosting company, domain registrar, Operating system of the
server and a lot of information were provided by netcraft search.
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Shodan search results : Searching shodan for technologied used in website.

The shodan search revealed the location of host, hostname as well as the technologies used
by the website along with the ports and services.

It also revealed that the http protocol is hosted on an APACHE server on port 80 (tcp).
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The vulnerabilities listed by shodan were as following :

Archives of the target :

The website’s archive shows that the website was first seen in 25 March 20004.
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The first snapshot is not available on archive.org .

The first available snapshot of the website is of 30 July 2004.
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HOST LIST : Checking whether the target IP is shared or dedicated

Checking the IP for domain details, it was found that the server is being hosted on a shared IP
address and there are 7 hosts in total, out of which 2 domains are registered to our target and
one is for DNS host server (box5331.bluehost.com).
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 IP of target : 162.241.216.11
 IP LOCATION : United States Provo Unified Layer
 Host : box5331.bluehost.com
 Nameserver: ns1.bluehost.com

 Reverse DNS: box5331.bluehost.com

 DNS admin: dnsadmin@box5331.bluehost.com


ISP DETAILS

 ASN: AS466606 UNIFIEDLAYER-AS-1- Unified Layer, US
(registered Oct 24)

 Net Range : 162.240.0.0 - 162.241.255.255
 Organization address: 1958 South 950 East, Provo, UT,

Postal Code: 84606
 Current web server: APACHE
 Previous web servers used:

 Server Operating System: Linux
 Web technologies used :

 Hosts sharing the IP address :

nginx/ 1.14.1
nginx/1.12.2

Google font api
jQuery
jQuery migrate
mysql
php

certifiedhacker.com
www.certifiedhacker.com
Box5331.bluehost.com
Humancarehealth.com
Bongekile.com
Oakoffer.com
www.lststl.org
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PHASE 2

The wpscan result shows that the website is not running wordpress.

The whatweb command on kali linux also gives some details about the website like the server
details and versions of technologies used.

LOAD BALANCER : Testing whether load balancing is present on server or not.

The lbd command checks for the load balancer of th server (if any). But here we found that there are
no load balancer used on the server hence no backup is present for server.
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SuperScan :

Tracing the path to server from attacker and estimating number of hops
required

The SuperScan is a NetBIOS enumeration tool which is user for enumerating the web server.
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FIREWALL : Testing the server for presence of firewall.

The wafw00f command on kali provides information about the firewall(s) used on the server
and in case of our target the firewall is present hence server is quite secure.

NSLOOKUP : Searching the server for directory listings of any type



13

The nslookup command on kali gives info about servers that may contain authoritative
answers to the requests and the nslookup on windows cmd is used with type a,mx,ns to scan
for “a” files, email lists,and ns server lists respectively.
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RECON-NG :

The recon-ng netcraft report was also obtained as a html document using the default resolve
reporting feature. Also recon-ng was not able to find any contact details from the server.
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NIKTO:

The nikto is used to gather information about the target IP , server and also the cross site scripting
and it revealed that the X-XSS protection header is not present which makes the site vulnerable to XSS
and also the server may render unexpected results to the MIME .

SPARTA :

This tool is a performs combination of tasks that nslookup, nikto, recon-ng separately performs and
also gives us more insight on the ports of the target as well as the versions of servers being used.
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These results shows us the open ports on the web server and what each port is being used for.
It also tells us the different protocols and versions of services being used.

 Website is not using wordpress.
 Web server is not using any load balancer.
 Firewall is present on the server.
 The nslookup for type a/mx/ns returns no critical information.
 Web server does not have any XSS header protection.
 Port and version details are as following :

PORT VERSION
22 OpenSSH 5.3 (protocol 2.0)
25 Exim smtpd 4.9.2

5432 PostreSQL DB
110 Dovecot pop3d
3306 MySQL 5.6.41-84.1

80 / 443 Apache httpd
21 Pure-FTPd

 The database used by the server is PostreSQL andMySQL.
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PHASE 3

Firstly the image of the website was downloaded using HTTrack so that all the
attacks can be rehearsed beforehand in locally contained environment :

SERVER OS :

From the curl command, we can get the server’s operating system information. Here our target
server is APACHE, the server is based on LINUX operating system. Therefore our further
attacks will be performed accordingly.
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PORTS OPEN :

Nmap is a kali command used to get information about the server’s ports. Once we know what
are the ports open on the server, we can try to gain access or attack the server through these
ports.

Now we do specific enumeration on port 110 in order to find whether we can attack the server
through port 110.
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DOS : Denial Of Service Attack

In DOS attack, we send big packets to the the server in order to increase its resource
utilization till the point it slows down and the service goes down.

Metasploit (msf console) is very powerful penetration testing software in kali linux. Here it is
used to flood the specified target IP with packets to perform DOS attack.
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PROTOCOLS :

Using the hping3 command in kali linux, we can get information about the protocols being used
for the ports which can be used to perform specific attacks on the server.

DATABASE :

Till now the information we have regarding the database on the server is that it is using
PostreSQL and MySQL and also we know the specific ports they are using. So now we will try
to penetrate the databases using metasploit.
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The metasploit attack wasn’t able to crack the PostreSQL database, hence the server is
secure as far as the postreSQL database is concerned.

Also the MySQL database is password protected and is not using any kind of default
passwords which makes it more secure.

FTP :

Since the testing on http and https protocols is done. We now move on to assess the FTP on
the server and whether it is secured or not.

The website’s access through ftp is password protected and doesn’t use any default password.
Hence the website is secured against such attacks.
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The footprinting on the target revealed many critical information
as mentioned. Based on those info the scanning part was
performed which showed that there were many ports open and also
their protocols and all the versions of services being used by the
server. Also a lot of entry point were password protected which
makes the site secure.

SECURITY

 Directory Listings are not open.
 PostreSQL/MySQL databases are password protected.
 FTP login is password protected.
 Wordpress security scan is positive.
 Firewall is present on server.

THREATS

 Website is vulnerable to X-SS attacks .
 Too many open ports.
 Server is vulnerable to DOS attacks since there is no backup.
 IP is shared among 7 hosts and is not dedicated.
 Many vulnerable protocols are active.
 Load balancing is not present.
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